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The Association of Corporate Travel Executives (ACTE) represents the safety, security, and economic interests of all business travelers. ACTE's 2,500 members from 82 countries, including the United States, manage an aggregate of $350 billion (USD) in annual business travel expenditures and come from the Fortune 1000 and Global 500. Business travelers contribute 65 percent of all airline revenue and represent the core customer base of the hospitality industry in every major U.S. city. For more information on ACTE, please go to www.acte.org. 


Recent disclosures by the U.S. Department of Homeland Security (DHS) regarding the agency’s Border Crossing Information System (BCIS) are fostering concerns in the business travel industry that the privacy of U.S. citizens and foreign business travelers and visitors alike are being compromised, without an appreciable increase in security.  DHS now plans to collect and store border crossing and personal information from U.S. citizens for 15 years, while holding similar information from foreign visitors for 75 years. 

BCIS appears not to be tailored to addressing security concerns, but rather to an arbitrary data retention period not relevant to law enforcement purposes. For example, unless the typical foreign visitor were an infant when entering the United States, travel files would be kept active years after the subject would, in all probability, be deceased.  

In addition to the data retention period, ACTE is also concerned about with whom the data can and will be shared. DHS seems to be creating databases of information to be made available to various law enforcement agencies both here and abroad. These agencies and the conditions under which the information will be shared are not clearly defined. One common thread throughout the majority of DHS security proposals and procedures is to exclude collected data from two key provisions of the Privacy Act of 1974. These are the rights of citizens to examine their files and to contest erroneous contents. There also seem to be no provisions to ensure that the foreign visitors and or their survivors can contest the accuracy of the collected data.

This high-risk sharing of database information plays a pivotal role in a number of the agencies’ programs, such as laptop seizures and data retention including downloading of personal and professional information, REAL ID and a biometric exit program that was to be designed, implemented, and funded by the airlines. The laptop seizure issue is being discussed by Congress. REAL ID is being challenged by nearly half the state legislatures. And the airlines are currently not in a position to fund anything not directly associated with flying.

ACTE believes that the DHS has failed to address key technical issues as to the retention period for gathered information,  how this data will be stored and ultimately destroyed, and without any assurance that appropriate safeguards have been put into place to protect personal data.

U.S. government agencies have a poor record of maintaining computer security. The announcement comes a month after the theft of a computer containing sensitive Registered Traveler subscription data from an airport facility and days before a CNN story on government phones (FEMA) being hacked for calls to the Middle East.

Furthermore, procedural elements of the Border Crossing Information system seem arbitrary. The potential for mission-creep and abuse in this system is already high, as the program cites making this data available for “personnel hiring purposes.” 


ACTE recommends that a more realistic period for saving travel data be considered and that any final proposal be restricted to the mission of border security.

The business travel industry seems to be presented with a new security proposal every month.  The DHS has created a confusing and unwieldy patchwork of arbitrary timelines and data collection policies whose primary purpose seems to be to record the travel patterns of millions of people around the world for undefined purposes.  

ACTE is requesting a moratorium on the new Border Crossing Information System until a comprehensive, and transparent, national security plan can be presented in Congress to ensure Congressional oversight. 
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