From: Lonnie D. Ayers, Capt. USAF, IRR

Subject: Comments on Defense Federal Acquisition Regulation Supplement; Export-Controlled Information and Technology (DFARS Case 2004-D010)
To:  DoD

My Highest Security Clearance Held.  Top Secret, SCI.

     I am totally opposed to this rule change.  It is virtually impossible do a background security check on a foreign national with any validity.  For instance, let us assume you wish to hire a Saudi Arabian national.  You are faced with several problems:

1. They do not have street addresses, which means no U.S. investigator is going to be able to go talk to the references the Saudi national will have given during his pre-clearance interview process.  When I was granted my security clearance, investigators did come to my house and talk to my friends about me, I know, because I was asked by my friends why they were being questioned about me.  This will never happen in Saudi Arabia, nor in many other countries.  Therefore, you cannot grant any sort of security clearance to these foreign nationals.

2. Though you, as an American citizen, sign numerous documents, which all state the penalties for providing false information on these documents, a foreign national, once gone from our shores, is unlikely to be pursued with any vigor.  

3. The foreign national may not interpret our written rules for the handling of classified documents the same way we do.  My experience in Saudi Arabia leads me to believe that they, (as well as about 80 other nationalities I encountered there), simply will not follow the established rules for the classifying, handling and disposal of classified document.
Trust: The handling of classified documents is, in large part, based on trust.  No mechanical system of classification has ever proven to be totally effective in maintaining secrecy.  However, the system works, such as it is, because the people who work within it, TRUST that everyone else in the system, from the investigators who check everybody out to the people who classify documents to the people who handle the documents in their day-to-day business, are TRUSTWORTHY.  Even our closest allies have, time and again, proven untrustworthy.  I would never TRUST a foreign national to handle classified U.S. documents, nor should you.

With Regards

Lonnie D. Ayers, Capt. USAF, IRR
